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GridFTP 

•  High-performance, reliable data transfer 
protocol optimized for high-bandwidth wide-
area networks  

•  Globus GridFTP 

–  High Performance 
•  Parallel TCP streams, Non TCP protocol such as UDT, 

Cluster-to-cluster data movement 

–  Secure 

–  Synchronize data sets 

–  Checkpointing 

APS 



GridFTP 

APS 

Created by Tim Pinkawa (Northern Illinois University) using MaxMind's 
GeoIP technology (http://www.maxmind.com/app/ip-locate).  



GridFTP	  data	  movement	  APS	  to	  Australia	  

APS	  

30x speedup 
over 
9688  
miles  

One terabyte moved from an 
Advanced Photon Source  

 to Australia, at a rate 30x 
faster than SCP 



A	   B	  

APS 

Discover endpoints, determine available protocols, negotiate firewalls, 
configure software, manage space, determine required credentials, 

configure protocols, detect and respond to failures, determine expected 
performance, determines actual performance, identify diagnose and 

correct network misconfigurations, integrate with file systems, … 
 



Globus	  Online	  

•  Easy “fire and forget” file transfers 
•  Automatic fault recovery 
•  High performance 
•  Simplify use of multiple security 

domains 
•  No client software installation 
•  New features automatically 

available 
•  Consolidated support and 

troubleshooting 
 

APS 

Data Data 

Data Data 



Data	  Movement	  Scenarios	  

•  Transfer between two GridFTP server 
–  Error recovery 
–  Auto tuning 

•  Upload/download data to/from a GridFTP server to/
from a user’s machine 
–  Typically no GridFTP server on user’s machine 
–  GridFTP installation and security configuration 
–  Globus Connect 

•  Transfer between endpoints – neither has GridFTP 
server running 
–  Globus Connect for departments 

 

APS	  
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Globus	  Online	  

APS	  

www.globusonline.org 
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Globus	  Connect	  

APS	  

www.globusonline.org 
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Globus	  Connect	  	  

•  http://confluence.globus.org/display/GOPUB/Globus
+Connect 

APS	  



Globus	  Connect	  in	  AcAon	  

APS	  

www.globusonline.org 
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Globus	  Connect	  in	  AcAon	  

APS	  

www.globusonline.org 
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Globus	  Connect	  in	  AcAon	  

APS	  

www.globusonline.org 
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Globus	  Connect	  in	  AcAon	  

APS	  

www.globusonline.org 
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Globus Online 

APS 

Data	  
store	  GridFTP 

GridFTP 

Profiles	  
+	  state	  

Consumer	  
Consumer	  
Consumer	  
Consumer	  
User	  Gateway	  

Notification 
target 

Worker	  
Worker	  
Worker	  
Worker	  
Worker	  



Globus Online in Action 

APS 

28.6 Terabytes 
31,000 files 
56h 44m 
No human involvement 

Astrophysics simulation data 
generated in Tennessee,  
moved to Illinois for visualization 
(Enzo, UCSD; Futures Lab, Argonne) 



Performance Diagnosis 

APS 



Auto	  tuning	  

•  Tuning GridFTP to maximize performance is tricky 
•  Depends on the characteristics of the data sets 

–  Large files 
–  Lots of small files 

•  Depends on the characteristics of the network 
–  Dedicated network 
–  Shared network 

•  Globus Online does auto tuning 
–  Groups files into different buckets 
–  Provides manual control for advanced users 

APS	  



Sync feature 

•  Feature to synchronize datasets 
•  Only transfer files where the destination does not 

exist or differs (size, timestamp, checksum) from 
the source 

•  ‘-sync-level’ 
–  0 - transfer if the destination does not exist 
–  1 - transfer if the size does not match  
–  2 - transfer if timestamp of dst is older  
–  3 - transfer if the checksums do not match. 
–  The default sync level is 2. 

 

APS	  



Globus	  Online	  for	  APS	  Users	  

APS	  

External	  Data	  Analysis	  /	  
VisualizaAon	  

APS	  Beamline	  	  	  
(Data	  AcquisiAon)	  

Advanced	  Photon	  Source	  

GridFTP	  
	  Server	  HPC	  Cluster	  

	  	  

GridFTP	  
	  Server	  

Globus	  Online	  -‐	  hosted	  
service	  for	  high-‐speed,	  
reliable,	  secure	  data	  
movement	  

User’s	  Desktop/
Laptop	  

Globus	  
Connect	  

GridFTP	  Server	  
	  	  

User’s	  Home	  	  
InsAtuAon	  



Globus	  Online	  for	  APS	  Users	  
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Myproxy	  
CA	  



CerAficates	  

  Digital document that certifies a public key is owned 
by a particular user 

  Signed by 3rd party – the Certificate Authority (CA) 
  X509 standard 

APS	  

To know if you should trust the certificate, you  
have to trust the CA 

John	  Doe	  
755	  E.	  Woodlawn	  
Urbana	  IL	  61801	  
BD	  08-‐06-‐65	  
Male	  6’0”	  200lbs	  
GRN	  Eyes	  

State	  of	  
Illinois	  
Seal	  

Name	  
Issuer	  
Public	  Key	  
Signature	  



GSI Authentication 

 
•  Public key based security  

–  X509 certificates 
–  Short lived proxy credentials 

•  Delegation 
–  Authenticates DC on clients behalf 
–  Flexibility for automated workflows 

•  Agents can authenticate to GridFTP servers on users behalf 

–  Enables encryption, integrity on data channel 

APS	  



GSI Authentication 

APS	  

GridFTP	  Server	  B	  

GridFTP	  Server	  A	  

Client	  

GSI Credential 

GSI Credential 

GSI Delegated 
Credential 



Myproxy	  CA	  with	  PAM	  

APS	  

Client	  
	  	  

MyProx
y	  
Server	  

password 
P	  
A	  
M	  

Kerberos	  
KDC	  

RADIUS	  
Server	  

LDAP	  
Server	  

password 

password 

TGT 

certificate TLS	  handshake	  



Globus	  Connect	  for	  Departments	  

•  Current Globus Connect is for individuals 
•  Many small lab and departments need Globus 

Connect like solution to run GridFTP with ease 
–  Single click GridFTP and Myproxy installation and setup 
–  Used by all its users 
–  Transfer between endpoints – neither has GridFTP server 

running - trivial 

APS	  



 
 
 

Questions 

APS	  


